KEY 1
There is no security without you. Everyone is responsible for safeguarding
the security of valuable information. Everybody needs to take steps to
protect required information, the company’s identity, and the access to
information.

KEY 2
Company information is valuable.
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KEY 3
Handle email and internet with care. Don’t open unknown e-mails and attachments from
untrusted parties. It’s always tempting to click on hyperlinks in suspicious e-mails, but
not wise! In case you need to forward a message, do it only if it’s appropriate and consider
deleting the history of the message. A safe way to share documents is by saving them
in PDF format to ensure that the files can’t easily be changed. Surfing the internet
is an every day thing, however, always be careful with what you share.
Never share sensitive information about the company on social
networking sites. A wise move is to avoid participation in
blogs in which your views and opinions may be
interpreted as those of the company. And
don’t forget: don’t access, download,
store or send any illegal or
offensive material.

KEY 4
Use strong passwords. Your computer’s
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anybody. Have a strategy to memorize

is by following these tips: use at least eight your passwords. If you do have to write
characters, combine letters (capital and
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KEY 5
Guard the access to your computer.
Always lock your screen when you leave vulnerabilities in the company’s
your desk for any reason. Do not allow

network. Don’t connect your

other people to plug their USB drive into

personal laptop to the company’s

your computer, especially personal non- network as it may contain viruses
secure drives. Don’t install or use illegal
and/or unauthorized software. Unknown
external programs can open security

or malware, use the guest account.

KEY 6
Handle corporate devices with care.
Laptop

flash drive in read-only mode using the

Don’t install or use illegal and/or

physical switch. You can also scan the

unauthorized software. You can double

USB flash drive after copying files from an

check if your wireless connections are
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security checks. And, of course: don’t leave a backup of your information: you’ll be
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able to recover your data quickly that
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USB Drives
Use an encrypted USB drive (stick).

Smartphone / iPad

Limit the amount of corporate data

Switch off wireless connections when

which you store on your USB drive,

you aren’t using them (i.e. Bluetooth and

especially on personal non-secure drives.

WLAN). Never leave your smartphone or

To prevent loss of the USB stick, you

iPad unattended and put a password on

can attach it to a key chain or lanyard.
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Furthermore, the higher the storage
capacity the higher the potential amount
of data at risk for unauthorized access.
The number of incidents has increased
recently as USB drive get lost, misplaced,
borrowed without permission or stolen.
There are multiple ways to prevent virus
transmission on the USB stick: Put the USB

KEY 7
Register your visitors. All visitors

they are visiting the corporate building.

should be registered at the reception

It’s important to escort visitors around the

and signed in when they arrive and out
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KEY 8
Report incidents and other threats.
Report loss and/or damage to corporate
devices to the Information Management

customers

department of the company. Report

to the Support

any found portable corporate device

Center. If you are in doubt

to the Information Management

or when it is urgent, contact the

department of the company. Report any

Information Security Officer directly.

suspicious activities on your workstation Report any security breaches and/or
and unexpected unavailability of

incidents within the company to the

an application. Report any security

Information Security Officer.

breaches by and/or incidents at

KEY 9
Protect personal data and comply with
legislation and company policies. Your company
has its own security policies and procedures,
and it is your task as an employee to comply with
these regulations. Ensure the confidentiality
and accuracy of personal data. A high priority
in your job should be to handle information
concerning customers/colleagues with great
care; always act in line with the privacy policy of
your company. Only share personal information
of individuals with third parties when you are
sure that there are sufficient grounds to do so.

When in doubt, ask your manager and/or
Information Security Officer for advice. If you
notice any unauthorized use of or access to
personal data notify your manager and/or the
Information Security Officer immediately. If you
see colleagues acting in breach of corporate
security policies and procedures, discuss this
with them. When exchanging information, make
sure you also respect other legal requirements
such as copyright restrictions and confidentiality
obligations.
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